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	1.
Introduction 

Pacific Forum Leaders recognised that ICTs, while not an end in themselves, are not only essential to social development and economic growth, both essential pillars of sustainable development, but are critical to the development of good governance. As a result the Pacific Forum Leaders in 2005 endorsed the Pacific Plan with the Digital Strategy as an essential component. The Digital Strategy goals are to provide direction to the development of ICT in the Pacific Region, highlight priority areas and identify ICT obstacles and issues to be addressed. 

The Pacific ICT Ministerial Forum: Connecting the Unconnected, convened by ITU in Tonga during 19-20 February 2009, recognised the need to advance specific initiatives in the Pacific region, including the Digital Strategy and the Wellington Declaration, to meet the 2015 Millennium Development Goals of making available the benefits of new technologies, especially information and communication technologies to all’. The Ministers also emphasised ‘the importance of taking a regionally coordinated approach to ICT development and the importance to reflect the needs of the Pacific Island Countries. The Ministers further noted, in particular, the ITU draft scoping study on the possible establishment of a Pacific Regional Computer Emergency Response Team (CERT) and called for ITU’s continued assistance.

At the Regional Preparatory Meeting for the Asia and Pacific Region for WTDC-10 (RPM-ASP), ITU Member States and especially Pacific Member States reiterated the pressing needs of Small Islands Developing States thereby “Unique ICT needs of least developed countries (LDCs), small islands developing countries (SIDS) and landlocked countries” was identified as one of priority areas in addition to proposed Programme 2 on Cybersecurity and ICT Applications. 

During the APT Telecommunications ICT Policy and Regulation Meeting for the Pacific held in Fiji from 29 April to 1 May 2009, Forum officials endorsed setting up the Pacific CERT (PacCERT) at the University of the South Pacific (USP) and established the PacCERT Working Group to work on establishing the PacCERT. 

Since then, ITU in support of the Australian Government organized two PacCERT Working Group meetings and commissioned AusCERT to develop a business plan for establishment of the PacCERT. 

The Working Group has so far:

· Confirmed accommodation for PacCERT at the Japan Pacific ICT Centre, USP;

· Adopted a Business Plan;

· Adopted a Governance Model for PacCERT.

· Setup an Interim PacCERT Board with members from organisations as well as country representatives;

· Appointed an Interim Manager; and

· Secure commitment from Partners (see Partnership below).

Furthermore, the results of the work on Question 22/1 by ITU-D Study Group 1 and its report on the subject include support for the creation of national computer incident response teams (CIRTs). Due to lack of ICT capacity and expertise in Pacific countries a regional CERT is appropriate and will be instrumental in setting up/supporting National CERT. With an aim to achieve the ITU-initiated Global Cybersecurity Agenda, the Union and its partner – IMPACT - has been heavily involved in driving the establishment of PacCERT and invited Pacific Member States (including PacCERT) to become members of IMPACT thereby enjoying benefits and rich resources made available for members. PacCERT intends to work closely with ITU and IMPACT in promoting and establishing of National CERT.
2.
Proposal
The Pacific Island countries request ITU to continue its assistance and initiate a regional project to support the establishment of PacCERT for at least 5 years to allow it sufficient time to establish itself and operate in a sustainable manner. The project proposal is given in the Annex. 


Annex
	Project Title
	Pacific Computer Emergency Response Team (PacCERT)

	Project Proposal
	The Pacific Island countries request ITU to continue its assistance and initiate a regional project to support the establishment of PacCERT for at least 5 years to allow it sufficient time to establish itself and operate in a sustainable manner.

Support for a sufficient time is necessary to recruit and train these highly specialised PacCERT staff, ensure its business model do generate sufficient revenue to cover its operational and capital expenditure, and to ensure it is sustainable.

	Project duration
	5 years

	Objectives of the action
	Overall Objectives

To make Pacific Island countries safer by facilitating, coordinating and monitoring activities related to cyber security and safety to ensure fast and effective response to cyber security and threats. An ultimate goal is to enable Pacific Island countries set up its own national CERT and capability.
Specific objectives

To raise ICT and cyber security awareness;

To ensure Pacific Island Countries response appropriately and timely to Internet threats;

To build ICT capacities and expertise of Pacific Island Countries;

To support establishment of national CERTs; and

To work closely with the governments and industries to secure critical information and communication infrastructure.

	Partnerships
	While PacCERT appreciates significant contributions from ITU and the Australian Government particularly in development of the scoping study and the business plan for PacCERT establishment as well as for organizing the two PacCERT Working Group meetings, it calls for continuing support from them in order to achieve the goal i.e. functioning PacCERT for a minimum of 5 years. 

 In this regard, PacCERT has successfully secured partnerships with the following Partners:

University of the South Pacific (USP) will provide:

Accommodation (including office space, electricity and water, physical security); and 

Support staff (HR, Administration, finance/audit).

Secretariat of the Pacific Community (SPC), Secretariat of the Pacific Islands Applied Geoscience Commission (SOPAC), Pacific Islands Telecommunication Association (PITA), Pacific Chapter of the Internet Society (PICISOC) will 

integrate cyber security (incl PacCERT) into their outreach and awareness activities.

Include more cyber security training programme into their training activities (incl. PacNOG and PacINET).

JICA will provide:

CERT experts from JPCert to assist/mentor PacCERT Staff over 3 year period. 

CERT management and technical training to PacCERT Staff.

IMPACT will provide:

Scholarships for its training programmes to PacCERT

Access to its resources including Global Response Centres 

	Target group(s)
	Pacific Island countries and territories

	Final beneficiaries
	People of the Pacific

	Expected Outcomes
	A sustainable and effective PacCERT;

A more ICT-aware public;

Better informed ICT Stakeholders; and

More coordinated efforts to cyber threats and cyber safety.

	Main activities
	Initially PacCERT is to provide the following:

A point-of-contact database

Incident response coordination

Outreach programme (awareness raising)

Advisory services

PacCERT website

Training/Mentoring

and follow up with additional services such as, but not limited to:

Incident handling and response

Technical assistance
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