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Scope

This Report provides the technical requirements for using IMT based technologies and networks in PPDR application. The PPDR requirements of IMT-based technologies and networks are reviewed and some methods of adapting for PPDR application using IMT-based technologies and networks are addressed.
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1. ABSTRACT
Several dedicated public protection and disaster relief (PPDR) solutions in use today are deployed to meet the needs of public safety agencies for secure and reliable, encrypted mission critical voice or grouped voice and messaging services. These systems are designed to enhance coordination among the various PPDR agencies involved in responding to an incident or event, so that they can work together in a timely, reliable and secure manner  and so they can communicate directly both interagency as well as intra-agency. Advanced mobile broadband technology is now becoming available to build and implement highly functional solutions aimed at the extremely high requirements for quality and grade of service (QoS, GoS) communications and dependability demanded by PPDR organizations and other government entities. 

In addition, commercial mobile broadband networks could also be used for meeting PPDR operational and/or supplementary communication requirements in a variety of ways: such as providing additional or fallback capacity where PPDR networks are insufficient or not yet deployed, or for more general operational use for handling non mission-critical traffic, peak traffic demand or even base load traffic in the future as well as for general information exchange. 
2. INTRODUCTION

Radiocommunications, and more importantly mobile radiocommunications, play a critical role for information exchange within and between PPDR agencies and their interaction with other organizations. 

The radiocommunication requirements of PPDR agencies and other organizations responding to various emergency situations are vital to the maintenance of law and order, protecting societies from crimes, protection of life and property, disaster relief and emergency response. 

The increasing internationalization of crime, and the wider impact of natural disasters, has also highlighted a greater need of cross-border PPDR coordination and cooperation between countries.

In emergencies, the ability to react quickly and coordinate appropriate resources will often determine the final outcome of the emergency. The scope of emergency response can range from disaster prevention, to helping individual citizens with their emergency, to responding to a major crisis that impacts a large segment of society, such as an earthquake or Tsunami. 

In any emergency, whether it be a forest fire, a traffic accident or a terrorist threat, it is critical that responding PPDR agencies are able to communicate efficiently and work together in close coordination to meet the challenge. Unfortunately, a lack of interoperability has sometimes hampered multi-agency information exchange. During an emergency situation, the inability to speak directly with counterparts or share data in real-time within and between agencies undermines the speed of response, capacity of responding teams, and situational awareness of national security and emergency response agencies.
In the case of large-scale natural disaster, and criminal activities, involving cross-border responses by multiple agencies and authorities, administrations are increasingly recognizing the need to facilitate interoperability and interworking between networks and systems used by PPDR agencies and authorities. With the availability of mobile broadband systems based on standardized IMT technologies, PPDR agencies and organizations can improve operational capabilities, efficiency and response to communities subject to a range of different critical emergency needs, such as child abduction/abuse situations, major accidents, internet crime, economic crimes, crimes against women and the elderly, emergency transportation, fraud, and many other public safety scenarios.

As noted in recent large-scale emergency situations (natural and/or man-made), current narrowband PPDR systems in many APT countries do not have the capacity to provide advanced multimedia and data features and capability that more advanced mobile technologies such as IMT can offer. 

IMT technologies can benefit PPDR organizations in terms of operational capabilities, technical innovation and economies of scale, particularly in the area of data and video to augment their communication facilities with broadband capabilities.

Therefore, future IMT-based systems are expected to improve on the interoperability efficiency by being able to offer opportunities of collaboration between relevant agencies, authorities, user organizations and citizens. This will further help support activities and events in everyday work at major emergencies, extraordinary events, and crises for organizations such as ambulance services, county councils and the county administrations, Customs, probation administrations, Coast Guard, emergency management organizations of the municipality, local civil protection, national radiation protection authority, and the police. 

A PPDR system based on IMT technology is also expected to handle emergency groups, locally, nationally and internationally. The system could open up new ways of working, effective management of emergencies and better interaction within and across user organizations. The individual users should not need to keep track of relevant frequencies and channels, even if attached to different emergency groups that are either predetermined or dynamically assigned by a dispatcher, including varying levels of priority access as needed by the respective operational situation.

The radiocommunication requirements of PPDR agencies and other organizations are vital to the maintenance of law and order, protecting communities from crime, protection of life and property, providing relief from disaster events, and responding to emergency situations. More specifically, PPDR systems based on IMT ‘broadband wireless’ technologies will have an important future role to play in effectively and efficiently satisfying these fundamental public safety objectives. 

3
REVIEW OF IMT CAPABILITIES FOR MEETING OF PPDR REQUIREMENTS 
In this section, the requirements of broadband wireless PPDR systems are reviewed in the context of IMT technology features. In Report ITU-R M.2033, PPDR requirements are specified in terms of both application and user needs, for purposes of verifying whether IMT technologies can meet these requirements.  Annex 1 contains the PPDR requirements that could be supported by IMT technologies. This information is useful to assist PPDR agencies in determining the extent to which IMT technologies could be adopted to best support their operational requirements. In this regard, the following are the key considerations for the operational use of IMT technologies for PPDR applications:
1) The overarching needs of national PPDR agencies are:

a. to communicate reliably, securely and effectively, which has been recognized and is high on the political agendas in several APT countries;
b. to enable first and second responders and support staff to use voice, data and multimedia capable functionalities in a ubiquitous manner; 

c. the ability to share information in real time within and between agencies; it is essential that different responding agencies are able to communicate efficiently and to work together safely to meet challenges; and 

d. to communicate with the general public, requiring to mitigate the typical disaster environment characterized by overloaded public networks.
2) Current aspects of dedicated PPDR systems:
a. Are designed primarily for mission critical voice communication, where connection latency is measured in milliseconds.

b. Have limited data capacity, so consequently:

i. cannot easily be used to communicate real-time video between an incident site and the command center;
ii. retrieve large data contents from a database, as a result, some responders may need to turn to alternative communication solutions, such as private phones; and
iii. performance upgrades of current PPDR infrastructure and mobile devices are expected to fall considerably short of commercially available mobile broadband capabilities.
c. are a unique market with special technical and physical requirements, and is therefore often more costly to deploy.
3) The expected technical evolution includes:
a. the current national dedicated PPDR infrastructures and mobile devices need to undergo technical, capacity and capability upgrade; and
b. to build and complement current PPDR applications with mobile broadband capabilities using packet-data services with very short response times.
There are significant differences in user density between dedicated PPDR networks and commercial IMT networks. In general, PPDR operators are far less densely distributed within a given service area. This impacts the amount of investment that is required to achieve a given amount of geographic coverage. For example, in high population areas, commercial networks are far more likely to be dimensioned to achieve a certain capacity rather than coverage, whereas a dedicated PPDR network will be more concerned with coverage (with a minimum capacity requirement across the service area). It follows that the cellular topology of dedicated PPDR IMT networks will in general (but not always) be less dense than their commercial counterparts.
Regardless of whether dedicated or commercial networks are used to serve PPDR agencies’ needs, agencies require access to networks where security and priority of access are guaranteed. This is essential for effectively meeting public safety objectives. PPDR agencies are not convinced that commercial IMT networks are able to provide sufficient GoS and coverage at a price-point that is viable for the PPDR sector. There is evidence to suggest that in some emergency situations commercial networks have been unable to meet PPDR needs during critical moments, because their business model is based on maximising a return on investment that focuses network capacity on areas of viable population density. 
In contrast, the PPDR business model is aimed at focusing solely on achieving a GoS, level of reliability, and scale of coverage sufficient to meet demand profiles ranging from day-to-day business to large scale emergency responses, to the extent of agency perception, and limited only by government capital budgets. In practice, commercial IMT network investment is usually significantly larger
 than that of PPDR systems, by virtue of cost-recovery over their much larger user-base, and PPDR networks may fall short of their own reliability and GoS objectives in less populated areas due to capital and operating budget constraints. Moreover, the capacity of existing PPDR systems can be under-utilised and be nearly idle for extended periods between major events.
Of particular relevance, the January 2011 US Government decision to adopt LTE technology to meet future Public Safety operational needs is driving a renewed global interest in matching PPDR functional requirements
; operational reliability and capacity/GoS objectives; and effective coverage needs. 

Even the medium or non-critical data communications security and network integrity objectives sought by PPDR agencies can now be readily implemented by the end-to-end IP connectivity architectures of new IMT networks, through mechanisms such as IP-SEC and ‘tunnelling’ protocols, secure proxy-servers, and ‘meshed’ inter-nodal linkages. Accommodating such requirements on commercial networks would need to be mandated in some way (e.g. licence conditions imposed by the administration) which could potentially come at a significant cost to PPDR agencies and/or taxpayers. For high security requirements of voice and/or data, PPDR agencies will still prefer to own their own networks to guarantee higher levels of security with the necessary cryptographic functions.
4.
METHODS OF ADAPTING PPDR APPLICATION USING IMT-BASED TECHNOLOGIES AND NETWORKS 
There are four different approaches that PPDR organizations can consider in relation to using IMT technologies for accommodating their future broadband wireless communications needs: 
1) Deployment of a dedicated PPDR network owned and operated by the PPDR agency or controlling entity, based on IMT technology; 
2) a combination of a dedicated PPDR network owned and operated by the PPDR agency (or entity) and commercial network services, based on a common IMT technology, to facilitate roaming where the PPDR agency as a preferential subscriber with suitable assigned priority, under negotiated contract arrangements;
3) similar to a) or b) above but with the dedicated PPDR network being owned and operated by a commercial entity under negotiated contract arrangements; or
4) sharing the commercial IMT network operator’s IMT infrastructure as a closed/private sub-network under specific contract arrangements (e.g. as a  Virtual Private Network (VPN)) or as a preferential subscriber with suitable assigned priority.
In each of these cases, there will also be a need for ruggedized user devices, and special mounting arrangements (e.g. for motor cycles, aircraft/helicopters and marine craft), to meet various PPDR deployment situations.
4.1
DEDICATED PPDR SYSTEMS
PPDR agencies have traditionally relied on their own specific, purpose-built networks in dedicated spectrum, to meet their unique operational requirements. Under such a scheme, PPDR organizations would have their own infrastructure using frequency bands for which IMT band plans and standards are available. This approach enables PPDR organizations to control the system’s full capabilities during times of disaster.  PPDR organizations will be able to dynamically change the performance of the infrastructure as the situation demands so that PPDR decision-makers can make the appropriate decisions based on the best available information.  Besides dynamic control of the system, PPDR organizations may prefer ownership so that they can best determine the level of security, reliability, robustness, and survivability of the system.  
It should be noted that the likely coverage differential between commercial and dedicated networks does not account for the differences in availability when under duress that dedicated networks can provide. For commercial networks to (partially or wholly) meet the high availability requirements of PPDR operators there may need to be additional investment/subsidies from governments. 
PPDR agencies have previously expressed concerns with the concept of operational reliance on commercial IMT networks, and with the motivation or willingness of commercial network operators to meet the functional and performance requirements specified by the PPDR sector. These concerns are focused on:

· assurances in regard to communications security and priority access over other users;
· the level of network ‘hardening’, compared to their traditional networks, including susceptibility to failure, intrusion and sabotage;
· requirements for a range of more ruggedized user devices (eg. for motorcycles, marine craft, aircraft and handheld applications), that contain chipsets that may differ from those provided to consumers (eg. different IMT bands, multiple providers, WiFi in 4.9 GHz);
· commercial IMT networks may not extend into non-populated areas (while noting that investment constraints on PPDR networks often result in the same coverage shortcoming); and

· relying on commercial IMT operators for commitment to maintain mission-critical services (requirements as detailed in ITU-R Report M.2033), especially during ‘major’ incidents. 
While there remains a strong preference among the PPDR community for dedicated networks, services provided by commercial networks should not be overlooked in meeting some/all (depending on the delivery models adopted by administrations) of these requirements. Commercial IMT network operators that are engaged to provide services to the PPDR community will need to systematically address these, and other, concerns if a mutually beneficial integration of mobile broadband systems is to be successful. 
The availability of dedicated and harmonized spectrum for PPDR has, in the past, encouraged investment in PPDR technology standards, such as TETRA in the band 380 – 400 MHz in Europe and APCO P25 in US and Asia in VHF, UHF and 800 MHz. These technologies were found more suitable to manage the control of communication systems functions, such as assignment of group membership, user and group priorities, or encryption key management. 
While PPDR organizations have had a preference for their own infrastructure, budgetary considerations escalating capital costs and network operating expenses are forcing reconsideration of how future PPDR networks are built and funded in many countries around the world. There are also further benefits of global or regional harmonization to be added, including economies of scale to lower costs for individual agencies, availability of products from multiple vendors, as well as to enable inter-agency and cross-border interoperability.
4.2.
USE OF IMT SPECTRUM FOR DEDICATED BROADBAND PPDR APPLICATIONS
Under these arrangements, PPDR organizations would deploy their own infrastructure using IMT bands or parts hereof. The reason for this approach is for economies of scale, conformance to existing regulations, and availability of products from multiple vendors, as well as for reasons of interoperability.
The issue of lack of cross-border/international interoperability between PPDR organisations today is partly due to disparate spectrum usage, where they deploy their PPDR systems using differing frequency bands - and partly due to the adoption of differing technology standards amongst agencies and neighbouring administrations.  
As a result, the effectiveness of multiagency response teams and cross-border rescue efforts may be hampered by an inability to communicate with each other. Consequently there is a critical need to not only pursue regional harmonisation of spectrum bands used to support PPDR applications, but also a parallel need to harmonise the technology standards adopted by relevant networks. In the context of broadband PPDR, the increased global focus on the use of IMT technologies is an important first step in resolving these issues in the future, Noting there has been a ‘push’ internationally for LTE to be adopted the global standard for PPDR broadband (including endorsement from APCO).
If dedicated PPDR IMT spectrum is to be set aside to deploy dedicated networks, it follows that regionally-harmonised frequency bands should be selected for this purpose, so that the PPDR organizations in the APT member countries can, if and when required, interoperate together using a common mobile broadband frequency band. 
4.3.
PPDR AGENCIES USING IMT NETWORKS AS A SPECIAL SUBSCRIBER
As an alternative (or complementary) approach to deployment of a dedicated PPDR network, a further option that might be considered by PPDR agencies is use of commercial IMT services as a ‘special’ subscriber group. To satisfy PPDR operational needs, such an arrangement would necessarily involve negotiating special commercial terms for such features as:

· priority access privileges – especially in relation to emergencies and disaster events;
· extended coverage arrangements, that may go beyond areas ordinarily considered viable for commercial services;
· enhanced minimum network GoS, reliability and robustness, in the context of potential equipment failure, power failure and natural disaster scenarios;
· dynamically reconfigurable push-to-talk ‘group calling’ functions, to facilitate efficient and effective multi-agency co-ordination and response to events; and
· special encryption and authentication/security features, to ensure an appropriate level of network traffic integrity to protect PPDR operational communications.
At a domestic level this option would directly provide a degree of natural harmonisation of spectrum resources and technology compatibility between PPDR agencies and, depending on the agreements made between agencies and commercial operators, could result in seamless interoperability across agencies and jurisdictions. This, however, would not necessarily translate to international interoperability and might not provide the economies of scale for PPDR equipment that a harmonised band would. In this case, harmonisation between administrations would be subject to sovereign decisions by each country and associated agreements to adopt a common spectrum and technology approach.

It is anticipated that, in principle, the cost to PPDR agencies of providing such generic features as listed above would be less than the cost of deploying a dedicated PPDR network (since a large proportion of the underlying network and its functionality will be almost entirely subsidised by the larger ‘baseload’ of commercial users). However, until both the commercial and dedicated network options are fully costed, it cannot be definitively stated which option would be more cost effective.  
Many of the additional costs, such as for extended coverage, would provide indirect yet tangible benefits for the broader customer base - so it may be reasonable that PPDR agencies should not expect to bear the full amount of associated additional capital or operational costs. Therefore, this option may present a significantly lower capital and operational cost burden for national/local governments in comparison to deploying a dedicated network – and relevant savings could instead by directed toward further extending coverage and increasing functionality to a much greater degree than would otherwise be possible under a dedicated network approach. Furthermore, this option would negate the need for dedicated spectrum for broadband PPDR, which could result in license cost savings for PPDR agencies unless national governments allocated spectrum resources to PPDR agencies.
In regard to special PPDR requirements of user terminal devices, including issues of robustness, air and marine certification, and special mounting arrangements, sourcing arrangements may either be via the commercial IMT network operator (who retains UE authentication responsibility) or directly managed by the relevant PPDR agencies. In the latter case, there may also be need for special arrangements to address UE authentication setup procedures.
On the assumption that the priority access, coverage, functionality and security concerns are met, there may yet be lingering concern over the degree of control that PPDR agencies can exert over their access, usage and functional configuration of network resources. This is addressed in Section 4.4.

Such an approach could provide following benefits:

· Governments and PPDR organizations get access to new capabilities when required

· Society as a whole gets improved access to more radiocommunication resources

· IMT network operators can provide better services and applications to the consumers

· PPDR professionals could get access to the large ecosystem of terminals integrated seamlessly in existing and future devices providing hand-over between the various IMT technologies as well as between different frequency bands, while providing backward compatibility and international roaming

· No need for allocation of dedicated spectrum for broadband PPDR communications
4.4.
SHARING THE PUBLIC OPERATOR’S INFRASTRUCTURE (E.G. AS A VPN)
Under this model, PPDR organizations would share the common radio access network (RAN) infrastructure with a commercial IMT operator as outlined above, but would instead own and be responsible for operation of its own switching nodes, authentication nodes, gateways, and user management facilities. Such arrangements are now becoming more common around the world, and specifically aimed at avoiding unnecessary and wasteful expenditure on duplication of the radio network portion of IMT systems – and for shared use of the scarce radio spectrum resource. The IMT technology and vendor architectures are specifically designed to accommodate such VPN arrangements.
This option affords the PPDR agencies greater operational management control over their ‘network’ and its users, as they would share ownership of the system, or enter a contractual agreement which is affording control in some way, so that they have the necessary level of control over the system in times of crisis. This would require that the system infrastructure have built into it some of the required functions and features that PPDR organizations demand and need to execute their various missions.

It is expected that there will still be a need for negotiated commercial arrangements to cover the additional requirements discussed above, including: priority access in times of crisis, extended coverage, network reliability/robustness, and security. This option potentially has the benefits for PPDR organizations of improved coverage, capacity and the expanded functionality found in modern all-IP  public networks .
Coexistence of established dedicated PPDR radiocommunication networks alongside commercial mobile broadband networks would need to continue into the foreseeable future. If an VPN-type model is to be adopted, detailed functional and coverage requirements would need to be agreed between PPDR agencies and commercial network operators, and the contractual arrangements and tariff plans would need to be negotiated to fit within government financial budget constraints. Agreements in regard to response times to service outages, regular maintenance, technology upgrades, capacity expansions, and even arbitration, change of ownership or commercial circumstance terms will need to be determined.  
Such an integrated approach could reduce capital and operational costs to government and communities for ensuring effective PPDR services, and harness the power of the larger commercial market to largely underpin the deployment of full-featured, reliable and robust digital systems to provide seamless true multimedia services to our essential PPDR agencies and teams. Again, there would also be additional cost savings for PPDR agencies through removal of the need for an allocation of dedicated spectrum (and associated licence costs if there is no allocation of spectrum by the national government).
Combining mobile broadband commercial networks with the current dedicated PPDR radiocommunication networks does not mean that PPDR network technologies such as TETRA, APCO 25 or ARIB STD-T79 can be regarded as superfluous or unnecessary.
There may also be other aspects around PPDR radiocommunications - especially mobile broadband data, which need to be clarified, assessed and firmly addressed including:
· Technology alone does not solve the issue of interoperability;  
· common harmonized spectrum does enable interoperability without having common technology;
· dedicated PPDR networks deployed in many APT countries today are already showing the need to address the aspects and impacts of technology and harmonized spectrum; and
· a common set of requirements for broadband PPDR radiocommunications – and endorsed methods to meet these requirements – needs to be further identified. 
5. 
SUMMARY AND CONCLUSIONS
PPDR systems based on IMT broadband wireless technology have a critical role to play in effectively and efficiently satisfying local, national and international public safety objectives. PPDR organizations need to able to communicate between themselves and the community at large, many times across jurisdictional boundaries, in order to meet modern day challenges.

There are four different approaches PPDR organizations could take in relation to using IMT technologies for their broadband wireless needs ranging from dedicated PPDR networks to operating as VPNs on a preferential basis on commercial IMT network. Regardless of the approach chosen, the availability of funds to deploy such infrastructure needs to be addressed as all approaches will involve varying amounts of expenditure.
The effectiveness of such expenditure in providing PPDR organizations a broadband mobile capability through the use of IMT technologies will, however, be undermined if the pursuit of regional harmonization of spectrum bands for PPDR applications and the harmonization of the relevant technology standards is not continued.
6.
ANNEXES
A. Annex 1 – PPDR Applications and Examples
B. Annex 2 -  PPDR User Requirements
ANNEX 1
Broadband PPDR Applications and Examples

	Application
	Feature
	PPDR Example
	Importance(1)
	Supportability


	
	
	
	PP (1)
	PP (2)
	DR
	

	Database access
	Intranet/Internet access
	Accessing architectural plans of buildings, location of hazardous materials
	H
	H
	H
	Y

	Database access

	Web browsing
	Browsing directory of PPDR organization for phone number
	M
	M
	L
	Y

	Robotics control
	Remote control of robotic devices
	Bomb retrieval robots, imaging/video robots
	H
	H
	M
	Y

	Video
	Video streaming, live video feed
	Video communications from wireless clip-on cameras used by in building fire rescue
	H
	H
	H
	Y

	
	
	Image or video to assist remote medical support
	H
	H
	H
	Y

	
	
	Surveillance of incident scene by fixed or remote controlled robotic devices
	H
	H
	M
	Y

	
	
	Assessment of fire/flood scenes from airborne platforms
	M
	H
	M
	Y

	
	
	Assessment of fire/flood scenes from airborne platforms
	M
	H
	M
	Y

	Imagery
	High resolution imagery
	Downloading Earth exploration-satellite images
	L
	L
	M
	Y

	
	
	Real-time medical imaging
	M
	M
	M
	Y

	(1)
The importance of that particular application and feature to PPDR is indicated as high (H), medium (M), or low (L). This importance factor is listed for the three radio operating environments: “Day-to-day operations”, “Large emergency and/or public events”, and “Disasters”, represented by PP (1), PP (2) and DR, respectively.


Annex 2

PPDR User requirements

	Requirement
	Specifics
	Importance(1)
	Supportability


	
	
	PP
(1)
	PP
(2)
	DR
	

	1. System
	
	
	
	
	

	Support of multiple applications
	
	H
	H
	M
	Y

	Simultaneous use of multiple applications
	Integration of multiple applications (e.g. voice and low/medium speed data) 
	H
	H
	M
	Y

	
	Integration of local voice, high speed data and video on high speed network to service localized areas with intensive on-scene activity
	H
	H
	M
	Y

	Priority access
	Manage high priority and low priority traffic load shedding during high traffic
	H
	H
	H
	Y

	
	Accommodate increased traffic loading during major operations and emergencies
	H
	H
	H
	Y

	
	Exclusive use of frequencies or equivalent high priority access to other systems
	H
	H
	H
	Y

	Grade of service
	Suitable grade of service 
	H
	H
	H
	Y

	
	Quality of service
	H
	H
	H
	Y

	
	Reduced response times of accessing network and information directly at the scene of incidence, including fast subscriber/network authentication
	H
	H
	H
	Y

	Coverage
	PPDR system should provide complete coverage within relevant jurisdiction and/or operation
	H
	H
	M
	Y

	
	Coverage of relevant jurisdiction and/or operation of PPDR organization whether at national, provincial/state or at local level
	H
	H
	M
	Y

	
	Systems designed for peak loads and wide fluctuations in use
	H
	H
	M
	Y

	
	Enhancing system capacity during PP emergency or DR by techniques such as reconfiguration of networks with intensive use of direct mode operation
	H
	H
	H
	Y

	
	Vehicular repeaters (NB, WB, BB) for coverage of localized areas
	H
	H
	H
	Y

	
	Reliable indoor/outdoor coverage
	H
	H
	H
	Y

	
	Coverage of remote areas, underground and inaccessible areas
	H
	H
	H
	Y

	
	Appropriate redundancy to continue operations, when equipment/infrastructure fails
	H
	H
	H
	Y

	Capabilities
	Rapid dynamic reconfiguration of system
	H
	H
	H
	N

	
	Control of communications including centralized dispatch, access control, dispatch (talk) group configuration, priority levels and pre-emption.
	H
	H
	H
	N

	
	Robust OAM offering status and dynamic reconfiguration
	H
	H
	H
	N

	
	Internet Protocol compatibility (complete system or interface with)
	M
	M
	M
	Y

	
	Robust equipment (hardware, software, operational and maintenance aspects)
	H
	H
	H
	Y

	
	Portable equipment (equipment that can transmit while in motion)
	H
	H
	H
	Y

	
	Equipment requiring special features such as high audio output, unique accessories (e.g. special microphones, operation while wearing gloves, operation in hostile environments and long battery life)
	H
	H
	H
	N

	
	Fast call set-up and instant push-to-talk operation
	H
	H
	H
	N

	
	Communications to aircraft and marine equipment, control of robotic devices
	M
	H
	L
	Y

	Capabilities (cont.)
	One touch broadcasting/group call
	H
	H
	H
	N

	
	Terminal-to-terminal communications without infrastruc​ture (e.g. direct mode operations/talk-around), vehicular repeaters 
	H
	H
	H
	N

	
	Appropriate levels of interconnection to public telecommu​nication network(s) 
	M
	M
	M
	Y

	2. Security
	End-to-end encrypted communications for mobile-mobile, dispatch and/or group calls communications
	H
	H
	L
	Y

	3. Cost related
	Open standards
	H
	H
	H
	Y

	
	Cost effective solution and applications
	H
	H
	H
	Y

	
	Competitive marketplace
	H
	H
	H
	Y

	
	Reduction in deployment of permanent network infra​structure due to availability and commonality of equipment
	H
	H
	L
	Y

	4. EMC
	PPDR systems operation in accordance with national EMC regulations
	H
	H
	H
	Y

	5. Operational
	
	
	
	
	

	Scenario
	Support operation of PPDR communications in any environment
	H
	H
	H
	Y

	
	Implementable by public and/or private operator for PPDR applications
	H
	H
	M
	Y

	
	Robust OAM offering status and dynamic reconfiguration
	H
	H
	H
	Y

	
	Rapid deployment of systems and equipment for large emergencies, public events and disasters (e.g. large fires, Olympics, peacekeeping)
	H
	H
	H
	Y

	
	Information to flow to/from units in the field to the operational control center and specialist knowledge centers
	H
	H
	H
	Y

	
	Greater safety of personnel through improved commu​nications
	H
	H
	H
	Y

	Interoperability
	Intra-system: Facilitate the use of common network channels and/or talkgroups
	H
	H
	H
	Y

	
	Inter-system: Promote and facilitate the options common between systems
	H
	H
	H
	Y

	
	Coordinate tactical communications between on-scene or incident commanders of the multiple PPDR agencies
	H
	H
	H
	Y

	6.
Spectrum usage and management
	Share with other terrestrial mobile users
	L
	L
	M
	Y

	
	Suitable spectrum availability (NB, WB, BB channels)
	H
	H
	H
	N

	
	Minimize interference to PPDR systems
	H
	H
	H
	Y

	
	Efficient use of spectrum
	M
	M
	M
	Y

	
	Appropriate channel spacing between mobile and base station frequencies
	M
	M
	M
	Y

	7.
Regulatory compliance
	Comply with relevant national regulations
	H
	H
	H
	Y

	
	Coordination of frequencies in border areas
	H
	H
	M
	Y

	
	Provide capability of PPDR system to support extended coverage into neighbouring country (subject to agreements)
	M
	M
	M
	Y

	
	Ensure flexibility to use various types of systems in other Services (e.g. HF, satellites, amateur) at the scene of large emergency
	M
	H
	H
	Y

	
	Adherence to principles of the Tampere Convention
	L
	L
	H
	Y

	8. Planning
	Reduce reliance on dependencies (e.g. power supply, batteries, fuel, antennas, etc.)
	H
	H
	H
	Y

	
	As required, have readily available equipment (inventoried or through facilitation of greater quantities of equipment)
	H
	H
	H
	Y

	
	Provision to have national, state/provincial and local (e.g. municipal) systems
	H
	H
	M
	Y

	
	Pre-coordination and pre-planning activities (e.g. specific channels identified for use during disaster relief operation, not on a permanent, exclusive basis, but on a priority basis during periods of need)
	H
	H
	H
	Y

	
	Maintain accurate and detailed information so that PPDR users can access this information at the scene
	M
	M
	M
	Y

	(1)
The importance of that particular requirement to PPDR is indicated as high (H), medium (M), or low (L). This importance factor is listed for the three radio operating environments: “Day-to-day operations”, “Large emergency and/or public events”, and “Disasters”, represented by PP (1), PP (2) and DR, respectively.


� For example, providing considerably larger base-station electrical power back-up systems, more robust site engineering, and a much larger network of base-stations generally arranged to provide overlapping coverage.


� For example, see the ongoing 3GPP studies on D2D functionality for public safety over LTE, as described in �HYPERLINK "http://www.3gpp.org/ftp/Information/WI_Sheet/SP-110638.zip"�http://www.3gpp.org/ftp/Information/WI_Sheet/SP-110638.zip�.


� The supportability refers to supportability of IMT technologies for meeting PPDR user requirements


� The supportability refers to supportability of IMT technologies for meeting PPDR user requirements
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